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INTRODUCTION
1.1 AirStation Broadband Router
Access Point (WBR-G54)

Welcome to AirStation, the easy way to
ultra fast wireless networking. Bring your
wireless home network closer to your enter-
tainment!

This book, which describes the most com-
mon configurations, introduces you to the
High Speed AirStation Broadband router
access point, and will help you connect to
your network quickly.

The High Speed AirStation Broadband
Router Access Point (AP), WBR-G54, is a
4-port router wireless small/medium busi-
ness (SMB) network device that complies
with the IEEE 802.11b (Revision B) standard
and the IEEE 802.11g draft specification on
wireless LANs with turbo data rate. |EEE
802.11g technology features longer range
than IEEE 802.11a and greater bandwidth
with data rates up to 54 Mbps in the
turbo mode. WBR-G54 supports enhanced
built-in firewall functions and it is used

as a multi-functional router/link between
wired and wireless LAN PCs. The WBR-G54
incorporates features of wired and wireless
networking environments.

Summary of the AirStation WBR-G54 fea-

tures:

e Wi-Fi™ (Wireless Fidelity) certified by
the Wi-Fi Alliance. AirStation will com-
municate with other IEEE 802.11b/Wi-Fi
compliant wireless LAN products.

® Automatic Transmit Rate Select mechanism
transmits at speeds of 24, 12, 11, 5.5, 2 and
1 Mbps.

® Supports turbo mode of 36, 48 and up to
54 Mbps.

® Ability to set a fixed data rate for faster
than 11 Mbps ignoring 802.11b legacy de-
vices.

® DHCP client/server function.

® Auto roaming, supports seamless roaming
over multiple channels.

® Auto VPN setup, for secure communications.

e Additional Firewall Functions - DMZ, intru-
sion detection and notification

® Up to 128bit Wired Equivalent Privacy (WEP)
data encryption (future support for WPA and
TKIP).

e Packet Filtering for eliminating unwanted
communications.

e SOHO/SMB routing and firewall func-
tions provide a safer private networking
environment, including MS NetMeeting
and MSN-Messenger.

e Syslog transmits some or all system
activities to a central Syslog server.

e Extended range, with optional add-on
antennas.

e Auto Media Dependent Interface/
Crossover (MDI/X) port, allows connec-
tion by standard and crossover CATs
cables.

e Supports Universal Plug and Play
(UPnP).

Other features to be supported by up-
grades:

e EAP-TLS, expanding the 802.1x authen-
tication method.

e PPPoE multi-session, for use with mul-
tiple stations.

1.2 AirStation Wireless Network
Features
® Enhanced security features:
Firewall and DMZ zone functions to
prevent unknown intruders.
Intrusion detection with a pop-up
warning for DoS, malicious attacks and
rejection.
Dynamic packet filtering function
prevents specified ports being open to
WAN during periods of nonuse.
Up to 128bit WEP for protecting data.

- VPN (IPSec and PPTP) pass-through
Packet monitoring and filtering by MAC
address, IP address and port.

PPPoE support

Internal Network Security, for blocking
changes to AP configuration by wireless
clients or through another AP.

’I'



W /A7 S

Figure 1.4
SOHO/SMB
Networking

Figure 1.5
Buffalo
Anywhere
Networking

e Buffalo’s easy connection method and
picture guided setup instruction.

e Broadband router static and dynamic
routing methods between WAN and
LAN based on updated routing tables.
An economical way to bridge multiple
networks.

e Optional external antennas for boost-
ing range and signal quality.

e Resistance to environmental condi-
tions.

1.3 Home Networking

For the future home entertainment
applications that carry hard drives for
storing hundreds of titles, IEEE 802.11g
can transmit three channels of CD-qual-
ity voice, or DVD-quality video to every
room in the home simultaneously.
Buffalo’s AirStation wireless access point
enables sharing broadband at your
fingertips. All you need to do is connect
the AirStation to a DSL or CATV modem
to:

e Share files and printers
e Access and share the Internet
e Share home entertainment system

)

Internet

AIrStation, o
Cable/DSL e
Vo o l
Modem k“
e

Internet Hotspot

1.4 SOHO/SMB Networking

With high-speed DSL or CATV connections
readily available, many users can work
effectively from a home office, connected
securely to a corporate network. Buffalo’s
solutions are ideal for home networks
that require secure, high-speed access

to the corporate LAN. Tools that play an
integral part in Buffalo’s solutions include
VPN connectivity for secure access to
corporate resources, which enable the
remote employee to handle information
from clients or coworkers as if they were
in the office. |IEEE 802.11g technology
enables anticipated data intensive ap-
plications such as high security commu-
nication and VolP. Connect the Buffalo
AirStation Broadband router AP to a CATV
or DSL modem in order to:

e Share broadband access
e Share files and printers

e Bridge between multiple networks and
multiple PC platforms

e Provide easy and secure access to
home or company networks from re-
mote locations

1.5 Buffalo Anywhere Networking

Mobile professionals can be productive
while traveling by accessing standards-
based, secure, high-speed connections in
many hotel, airports, convention centers,
and even coffee shops. The WBR-G54
makes extending your LAN simple, secure,
scalable, and manageable, in part through
solutions like VPN, allowing mobile
professionals to take their offices on the
road effortlessly. When no wired broad-
band connections are available, wire-

less solutions in public spaces coupled
with VPN can connect mobile workers to
their businesses. Buffalo’s access point
features make a home network system
accessible from anywhere.
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Buffalo’s firewall function provides:

e Protection of personal data/files by
either eliminating the intruder on the
spot or sending intruders to a nonfunc-
tional zone

¢ Notification of the attack (pop-up
warning, email warning, and auto
packet rejection)

1.6 AirStation Broadband Router
Access Point Package

The AirStation WBR-G54 package consists

of the following items.

1. WBR-G54 Access Point

2. AC adapter

3. Power cable and connector

4. CATx straight cable

5. WBR-G54 Manual

6. WBR-G54 Utility CD

7. Warranty and Registration cards

1.7 Product Views

Front View

Side View

1.8 About the AirStation CD

Prior to copying or installing the software,
please read the Software License Agree-
ment “license.txt”, located in the root
folder of the CD. By installing, copying
or using the AirStation software, you are
consenting to the terms of this agree-
ment. If you do not agree to all of the
terms of the Software License Agreement,
do not download, copy or install the
AirStation software.

It is the policy of Buffalo Technology to
improve products as new technology,
components, software and firmware be-
come available.

Before you proceed with the installation
of this product, please consult the AirSta-
tion website (http://www.buffalotech.com)
to download and install the latest soft-
ware for your product.

BASIC SETUP
2.1 Using AirNavigator

For easy setup, the WBR-G54 CD contains
a web-based utility, AirNavigator. Use
it to set up the wireless LAN environ-
ment for both AP and PC (client). The

AirNavigator

" Install Wireless LAN Adapter

(" Install Liilities

(" Referto the Online Manual

(" Referto the EAQ

Description

Fefer to Quick Setup Guide when vou configure the AirStation at first.

Exit

Figure 2.1.1
AirStation
Setup



Figure 2.1.2
AirStation
Setup:
Network
Adapter

Figure 2.1.3
AirStation
Selection

Figure 2.1.4
Configure IP
Address

AirNavigator.

AirStation

HetWork Card

b

AirNavigator,

AirNavigator

Caonfigure the network adapter to be used with vour
AlrStation.

Detected network adapter.

Select the network adapter and click Next

< Back ext > Cancel

Twa or more AirStations are found

ESSD | DSchamel | RF | Encrypt.
00a04c43o00z - 1 G N
FO3001GROUP 11 I i

Ityou want to know more details, referto Help topic

help topic
*The default ESS-ID is written on the product lahel

Click [Mext] after selecting the AirStation to join.

< Back Next» Cancel

|

Configure the [P address ta be used for setting up the
AlrStation

Hawve AirNavigator automatically configure the AirStation
IP address?

@ Automatically setup the |P address (Recommended)

(" Specify an IP address

Choose how IP address is setand click MNext.

<Back et > Cancel

system requires Explorer 4.0 or higher, or
Netscape Communicator 4.0 or higher.

To set up the parameters manually, refer

to Chapter 3. Before installation, verify

the PC is set up for browsing the Internet.

1. Insert the CD into the CD drive. The
following screen will appear. For
AirStation setup, select “Setup the
AirStation” and click OK.

2. The Network Adapter confirmation
screen will appear. Verify the adapter
shown matches that of the PC.

3. Click Next until a list of access points
shows up in the ESS-ID field. Buffalo’s
ESS-ID is 12 digits and is found on the
back of the AirStation, labeled LAN MAC
Address. Select the one you want to
communicate with and highlight it. Click
Next.

4. If the client IP range is different than
the default AirStation IP of 192.168.11.1,
an IP configuration screen will appear
next. Select Automatically set up the IP
address, or Specify an IP address for
manual setup.



5. A login screen will appear.
e Enter “root” as the User name.

e Leave the Password box blank (do not
enter anything into the Password box)
and click OK.

If the following screen is shown, connec-
tion to the access point is complete.

6. Click Finish.

7. To place a shortcut icon on the desk-
top, click Yes. Otherwise, click No.

Mot Configured|Cnline

For security setap wse the “Secur ity tag above
Four applicstion setup use the ~Applicstions” tag
above.

For the AtrStation setup select the correct line type
biattens 01 Advanced baitton below

‘oL lcarv [l

AirStation

Congratulations! Setup is Complete.

Perform Advanced Setup for the Austation from a
‘web Browser.

Click [Finished] and AN avigator is complete.

AirNavigator

Wil you add a short cut icon on the desktop ko open the AirStation WEB setting page? (This short cut is effective unti
the IP address of the AirStation is changed )

Figure 2.1.5A
Login Screen

Figure 2.1.5B
AirStaton
Initial Setup
Screen

Figure 2.1.6
AirStation
Setup:
Complete

Figure 2.1.7
AirStation
Setup:
Shortcut
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Figure 3.5
Initial
Settings
Screen

STANDARD SETTINGS
3.1 Introduction

Setting up the AirStation parameters us-
ing Buffalo’s utility tool, Client Manager,
requires basic wireless configuration
knowledge. Setup includes manual wire-
less configuration and basic administra-
tive management.

For explanation of each parameter and
its use, see Chapter 4.

3.2 Setup Preparation

Make note of the WBR-G54’s wired MAC
address (found on the back of the WBR-
Gs4). It is also recommended you record
any other broadband access information
such as global IP address, subnet mask
address, default gateway address, DNS
server address and PPPoE parameters.

3.3 Setup Overview

The WBR-G54 CD contains the Client
Manager program. The Client Manager is
used for setting up and configuring the
access point and for monitoring the wire-
less signal between the AP and client.

Specialized setups for security, filtering
and other features will be explained in
later sections.

AirStation

Applications

Conneition Status
Mot Configured|Onling)

For security setup e the “Security” tag sbove
For applicstion setup wse the ~Applicstions™ tag
above.

Far the AlrStation setup select the cottect line type
beitton o1 Advanced button below

3.4 Open the Setup Screen

e Connect the WBR-G54 according to the
wiring instructions.

(Install the setup utility, Client Manager,
from the CD.

e The WBR-Gs54 has a default LAN IP ad-
dress of 192.168.11.1 and Subnet Mask
of 255.255.255.0.

Ex: The setting PC can use 192.168.11.2

as an IP and 255.255.255.0 as the Subnet

Mask during setup unless a different IP

range is entered for the AirStation.

1. Click Start and select Programs

» AirStation Utility » Client Manager

2. Select Edit » Search AirStation to find
the nearest AirStation.

3. Highlight the WBR-Gsy4, click the
Admin menu button, then the Config-
ure AirStation tab to open the setup
screen.

4. The AirStation log-in screen will appear.

5. Enter “root” for User Name and leave
Password blank

Connect to 192.168.11.1

3.5 Input Parameters Through
the Client Manager

e Click the appropriate button to select
the type of broadband access. (Users
more experienced in networking may
choose to select the Advanced button
and skip to Chapter 4.)

e For supplementary tools, use the tabs
along the top of the screen.



3.5.1 DSL Button

Select the appropriate connection
method.

Automatic IP Assignment by ISP - The
DHCP server of the ISP assigns an IP ad-
dress automatically.

Enter IP address manually - Enter the IP
address given by the ISP.

PPPoE Connection - Enter the PPPoE
information provided by the ISP.

3.5.2 CATV Button

Select the appropriate connection
method.

Automatic IP Assignment by ISP - The
DHCP server of the ISP assigns an IP ad-
dress automatically.

Enter IP address manually - Enter the IP
address given by the ISP.

The IP address is acquired automatically
but DNS server address entered manu-
ally - Enter the DNS server information
manually even though the IP address is
acquired automatically.

3.5.3 Line Test Tab

Tests the connection to the Internet.

AirStation
WER-GS,

Select connection type of your ISP

Ageotic P MUEOERYY  proop cornecin

AirStation
WER-GS4

Plense select the closest service you have.

I dhey are not cleas to you. check with yous pravider

fix

it

Ay b scquived sutormatically
Srbect i the IF addiess w armgmed by your prowder mstomatcaly.

Thee 1P nddress bs enteped mamally

Seloct i the I adess s goen by yor prover

Thae IF nddress i scaquned sutommstically bt TS server

a#l .50 -J-G-llmlnlb’
Wihe D

perver addess i gove by your
ThluwhbedeANndrMﬂ'lﬁhn dufmhxnw'be

changed

AirStation
WERGS

i n::u

M-ﬁ“- i
Nhlaw thed™ it mot thewi sbove, pleate chrik:

@ Chck Fanetion Setemg for the detaded function setuge

I

Figure 3.5.1
DSL
Button

Figure 3.5.2
CATV
Button

Figure 3.5.3
Line
Test Tab
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Figure 3.5.4
Security
Tab

Figure 3.5.5
Application
Tab

Figure 4.1.1
LAN
Setting

AirStation

Sacusity _| iii Appications oot e o
IWER-GS4

Sotup the AlrStation's Security

e witeless
commimications (WEF)
Eestrict PC connection by BIAC
sddress

Setup fo1 the security level

AirStation
L WERGSA.
Using bnternet gunes

Using Netheeting
Using MSN Messenges

RS
FWAK sermug
Fhrtemkoaenting
> Management

AirStation
WRE-G54
Wuelers setting
Wineless umade T gSIMY 1161 1M)-Aute =
© AnStation's MAC addrecy
551D  Enter
Wireleas chasnel Channel11 =

O/ Emirypt (% Do mat smcrypt

Enaryption ey WEP )
A
i
BES Bami Rate Ser Default b
DTIM Petiod 1
ANY connectim 0 Al Doy

3.5.4 Security tab

Set security parameters. Follow the
instructions in each screen.

3.5.5 Application tab

Set up special applications such as
games, MS NetMeeting and MSN Mes-
senger. Follow the instructions in each
screen.

USING AIRSTATION
FOR ADVANCED
CONFIGURATIONS

Although your AirStation will function
fine using only the settings from Sec-
tion 3, you may wish to explore more
advanced options. This chapter explains
each parameter in the Advanced button.
Click the Top tab and click the Advanced
button.

4.1 LAN Setting

Set up LAN connections.

4.1.1 Wireless
Wireless LAN operation setup.

Wireless Mode - Select one of the fol-
lowing:
11g(54M)/11b(11M)-Auto - Allows com-
munication of 11g and 11b devices.
Communication speed will drop to
11Mbps when 11b devices are con-
nected.
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11g(54M)-Turbo - Boosts 11g devices to
turbo 54Mbps mode.

118(54M)-Only - 11g devices will be
able to communicate, but not 11b
devices.

ESS-ID - Allows administrator to alter the
ESS-ID of the AirStation. To communicate
with a specific AP only, the AP’s ESS-ID
must be entered in the client PC. The
client PC looks for the specific AP (or
ESS-ID) for wireless communication. Use
up to 32 alphanumeric characters for the
ESS-ID (case sensitive).

B Note: Roaming - When multiple AirSta-
tions have an identical ESS-ID, WEP,

and DS channel, client PCs may Roam
between the AirStations.

Wireless Channel - Select the channel
used for wireless communication. There
are 11 overlapping channels. Channels 1,
6 and 11 are non-overlapping.

If there are multiple APs in close proxim-
ity using the same channel, there may be
interference. In this case, change to a
non-overlapping channel.

M Note: This parameter is automatically
set in the client computer.

Encryption Key (WEP) - Select Encrypt
or Do not encrypt. Create and enter an
encryption code to protect wireless com-
munications. It is possible to enter up
to 4 different WEPs. The WEP key must
match between two parties for secure
communications.

Examples of WEP key:

64bit ASCIl: 5 digits of alphanumeric
characters, “ab34Y”

128bit ASCIl: 13 digits of alphanumeric
characters, “123456abcdef7”

M Note: ASCIlI WEP is case sensitive.

64bit HEX: 10 digits, using characters 0-9
and a-f, “00234ABCDE”

128bit HEX: 26 digits, using characters

0-9 and a-f, “20123456789abcdeabcde-
abcde”

BSS (Basic Service Set) Basic Rate Set

- The transmission data rate between
devices. If one device supports 2Mbps
only, the data rate for the entire network
should be limited to 2Mbps (“Default”
selection). Otherwise, use 11Mbps max
(“All” selection).

DTIM Period - An access point transmits
beacon signals to nearby clients at a
preset interval. This parameter sets the
beacon transmission interval time (1-255
sec.). Selection of a larger number may
conserve energy for the client PC (when
client power management is enabled), but
may delay wireless communication. The
default value of 1 is recommended.

ANY Connection - Enables a client PC

to connect to the nearest WBR-G54 by
entering the word “any” for the ESS-ID.

If the “ANY Connection” is not selected,
the WBR-G54 will not be found unless the
specific WBR-G54’s ESS-ID is entered in
the client PC.

4.1.2 LAN port
Set LAN interface parameters.

LAN Side IP address - Allows adminis-
trator to specify a static IP and Subnet
Mask for the LAN side of the AirStation.

y Figure 4.1.2
AirStation LAN Port
WER- G54

Aetun o TOP LAN side Eshernet serting

TLAN setting [ rT—
LAN side IP sdidress ey bl
T Wirken Subaet stk 2552052650 ¢

TAICE ey Mate-

| Wb LAY Compur « Afier thomging LAN side [P addiess, tee smuresd setup process sannat be
Limisties comtinmed. For the Awheasan vetup, chasge the PC's [P addvess and restat

“noy the coufigmanon from the unliey rafrere

S AN azsting
- Heteuk setiing.
*Alanagement

DHCF serven fanitvan Simple temmng
DUCE serves fumiiion “ Use O Do not nee

Fromn 192168112 autal

Arrigued P abliess
L

&




W //AHA(7 A

Figure 4.1.3A
DHCP Server

Figure 4.1.3B
DHCP
Server

AEetun te TOF
FLAN seinmg.
1~ Wirebes
A
|- Wirelean LAN Comprsee
Liminien
—RnE
AN sritng
F etk sefming
*hlanagesntad

AirStation
WEBR-G24
DHCP serves sehap
DHOP serven b thon o Use e mat use
From 192168012 watal of
Assigued TP aditiers B oy
Exdinded IF sddsess
Lrase dusation 48 hows
o AnSustion's [P sddeessi122 163 11 1y
O O Speciied [P sbdyess

DE server

Do met tive the debult gabeway
T Adrtation’s [P sdbdressi 192 168 11 1)
Speciied [P sddrecs
Frimary
Secomdary

Do met use
DNE

Assigned [P addyexsiNone)
Bpecified IP addiwss

WINS swaves

= Do st wse WIRE

Assigued dsssatn e None)

Aetmn 0 TOP

VLAN seiting
|irness
[lalizan
|- Wireiens LAN Computry
MLamingen
Loy
AN seiting
>Ntk atting
* hlamgement

10

AirStation

WER- G54

) Dha et uxe WINE

Antagmed doins mune Newe )
Speceed dam wane

5] TR Se—

Mannad assgsent
1P address.

MaAC

[Aaa]

address

Displhay debote bease iafarmation
Delote IF adiress MAC sddieas Loase potiod Stanis
No P address s leaved

Drelote the marked toms | | Mask olitems | [ Display eurrent information |

M Note: If the AP’s IP address is changed
to a different range, the setting PC’s IP
must be changed to the same range to
continue configuration. Then restart the
setup session from the AirStation utility
screen.

DHCP Server Function Simple Setting -
Allows administrator to enable/disable
the DHCP server function for the AirSta-
tion LAN side. Select Use to enable and
Do not use to disable the function. Once
Use is selected, the assigned IP address
range can be specified. Enter the start-
ing LAN IP address and total number of
PCs.

4.1.3 DHCP Server

Allows a more advanced configuration of
the DHCP server functions.

DHCP Server Function - Allows adminis-
trator to enable/disable the DHCP server
function for the AirStation LAN side.
Select Use to enable or Do not use to dis-
able this function.

Assigned IP address (Range Assignment)
- Sets the beginning address and range
of addresses to be assigned by the
AirStation’s DHCP server function. Select
up to 253 consecutive addresses (nodes).
The IPs to be excluded from the range
specification should be entered in the
specified field.

Lease period - Specifies the number of
hours (1-999) an assigned IP address
is valid. The client PC will request a
renewal of IP address at the end of the
valid time period.

Default Gateway - Allows administrator
to use the Default Gateway address (the
AirStation’s IP address), assign a specific
Gateway address, or block clients from
Gateway notification.

DNS server - Allows administrator to use
the default DNS address (the AirStation’s
IP address), assign specific DNS address-
es, or block clients from DNS address
notification.

WINS server - Allows administrator to use
a WINS address. Select auto assignment
of the IP address, enter a specific WINS
IP address, or block clients from the WINS
address notification.

Domain name - Allows administrator to
use an assigned domain name, assign a
specific domain name, or block clients
from domain name notification. Domain
names will be sent to LAN PCs when an
IP address is assigned. Enter a maximum
of 64 alphanumeric characters.
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Manual IP and MAC Address Assignment
- Allows administrator to add additional
leased IP addresses tied to a specific
MAC address. When a specific MAC ad-
dress connects to the AP, the IP address
specified will be given to that client.

Display/Delete lease information - List
of IP addresses, MAC addresses, lease
periods and status is displayed.

4.1.4 Wireless LAN Computer
Limitation

This option limits the PCs allowed a wire-
less connection to the AirStation. It is
used to control the wireless connections
to the access point.

Wireless PC’s Connection - Select Limit to
restrict the connection and Do not Limit
for open access. Register your client PC’s
MAC address before selecting Set.

Register for allowable PC’s MAC address
- MAC access restriction set up in LAN.
Input the MAC addresses that to be al-
lowed to communicate.

MAC address list - Display a table list of
all MAC addresses.

4.1.5 WDS

Wireless LAN PC connection: Select
Enable or Disable wireless PCs from com-
munication with the AirStation. If set to
Disable, WDS (peer-to-peer AP connec-
tion) is still available.

WDS Function: Select Enable to allow
WDS mode between AirStations or Dis-
able to block communication between
AirStations.

B Note: Both AirStations must be of the
same type.

Add AirStation (MAC Address): Allows
administrator to register the wireless MAC
address of AirStations for point-to-point
or point-to multipoint communication
between AirStations. The MAC address to

ARetwn o TOP

YLAN seiting
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FOMCE sever

| Brrlen LA Limgwer

= WAN setting
> etwmk aetting
* hamzement

. Figure 4.1.4
AirStation Wireless LAN
WER-GE4
Computer
R Wb K Riomirons e Limitation
ate
FLAN seiting * ke AliSration it beimg setup foimn s PO e WLAN, the PO mast be
regivtered with the AStnen feot Clol dhe “vegaster for sllewable PO
MAC address” button and registes 1§ the PO i not pegintered.
o dions to the AmSEiren will fal
[ Reister for allownble PC's MAG address |
*WAN setting
»Netwmk setling
*hamigrment
Wirsless PCs conmection DO
@n
. » Figure 4.1.5
AirStation WDS

WER-G54
WO Wureless Dismibunon Sysrem)

Wireless LAN PC comnection () Ensbe O Dussble

WIS P tiom. O Enable 5 Disable

| But|

Al AdrEratian (MAC Adidressy
ALAC Address of AirStationiWaebeesy

{Ade]

Cannecand AlsSeanssd iy Delets)
Delete  ALAC addiess  Emable

[ Change mrked itom ]

enter is found in the Management
section, under System Information/
Wireless MAC address section. The
WDS function must be set to Enable.
The MAC address is 12 characters

long.

Enter the Wireless MAC address in
the form of two characters separated
by a colon and click Add. Up to six
sets may be registered.

| — ]



W 7/ 7 A

Figure 4.2.1A
WAN Port
Settings

Figure 4.2.1B
WAN Port
Settings

Figure 4.2.2
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4.2 WAN Settings
4.2.1 WAN Port

Communication Method of Wired WAN

- Select port speed and type of duplex
connecting to the WAN port. If unknown,
select Auto negotiation.

MAC Address of WAN - Set the AirStation
MAC address to be used for WAN com-
munication.

IP Address of WAN - Allows administrator
to select DHCP server, PPPoE, or manual
setting for the WAN port of the AirStation.

Auto IP assignment from DHCP server - ac-
quire the IP address automatically from
the DHCP server.

Use PPPoE client - If selected, the infor-
mation listed below must be entered.

Manual setting - Enter the appropriate IP
address and subnet mask.

PPPoE Setting (for enabling PPPoE Client
function) - Allows administrator to use
PPPoE as specified by the ISP. The fol-
lowing parameters should be entered:

User Name - Enter the user name (up to
64 alphanumeric characters) for PPPoE
authorization.

Password - Enter password provided by
ISP (up to 64 alphanumeric characters).
Reenter password in the Confirmation
box.

Service Name - Enter the PPPoE service
name (up to 64 alphanumeric characters).
If ISP doesn’t require service name, leave
blank.

Connection Type - Select from:

e Continuous Connection - Connects
immediately after setting and never
disconnects.

e Connect on Demand - Reconnects when
the Disconnect time elapses.

e Manual - Disables Automatic Con-
nection. Connects to Internet using the
Connect button on the initial settings
page.

EE————
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The Connect button will not appear until
PPPoE is set.

Disconnection Time - Specify the number
of minutes (0-1440) before automatic
disconnect is performed. If “0” is en-
tered, disconnect function is disabled. If
Continuous Connection is selected, the
timer is disabled.

Authorization - Authorization method
for accessing the ISP PPPoE server. If
unknown, select Auto authorization.

MTU (Maximum Transmit Unit) Size -
Maximum Transmit Unit (578-1492) when
using PPPoE.

MRU (Maximum Receive Unit) Size - Maxi-
mum Receive Unit (578-1492) when using
PPPOE.

Keep Alive - Enables the PPPoE client to
send a Link Control Protocol (LCP) echo
request to the PPPoE server once per
minute. If there is no reply within six
minutes, the client disconnects. Set to
Disable if frequent disconnection occurs.

4.2.2 Network WAN
WAN side (Internet) parameters.

Host Name - Enter the host name as
desired.

Default Gateway - A default gateway IP
should be assigned to the AirStation. If
unknown, leave blank. If Auto IP as-
signment from DHCP Server was selected
in section 4.1.3, a gateway IP is assigned
automatically, provided the DHCP server
is set to provide one.

DNS Server Address - Enter the primary
and secondary DNS address(es) of the
server to be used by the WBR-G54 for
DNS resolution. If DNS was set to Do not
use (Section 4.1.3), leave blank. If Auto
IP assignment from DHCP Server was
selected, DNS addresses are assigned
automatically, provided the DHCP server
is set to provide them.

’ » Figure 4.3.1A
A"‘\a&i’s:"on Routing
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ARstmn 10 TOP Fowting ndommitsen sring
LA setting EIP tranmmiesion te Mana Fr
AN semng N
"IN!I‘HI!I. antting m"""‘"‘ Mo -
reomemermes L 4
::::‘:n_ T Toramis=  poh AP and RIP? <
::I.:l.r.-lﬂu | S|
L taleg summitting. o
*hlmagement
.l'»-w—uu—-- ::::‘"'“
— 2852652560 .
Gabewy
e 1%
Port Number for WEB Setting - Set
a specific port number when remote
setup of the AirStation is planned.
PING from WAN - Allows a PING
test from WAN side. Select Do not
respond or Respond.
4.3 Network Setting
4.3.1 Routing Setup
RIP transmission to WAN - Allows
RIP transmission or None (no RIP)
to WAN
RIP reception from WAN - Allows RIP
reception or None (no RIP) from WAN
e LN Accees Figure 4.3.1B
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The Reuring Tuble 't specibed
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Figure 4.3.2A
Address
Translation

Figure 4.3.2B
Address
Translation

Figure 4.3.3A
Packet Filter
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RIP transmission to LAN - Allows RIP
transmission or None (no RIP) to LAN

RIP reception from LAN - Allows RIP re-
ception or None (no RIP) from LAN

Add Routing Table Entry

¢ Destination address - Network IP ad-
dress and subnet mask.

e Gateway - Address through which the
packet passes before it reaches the
destination address.

e Metric - Number of routers (1-15) to
be passed before the packet reaches
its destination.

Display/Delete Routing Table (Entries)
- Allows administrator to delete routing
information.

4.3.2 Address Translation

Address Translation - Select Use or Do
not Use. Address Translation must be
enabled for client PCs to connect to the
Internet. Selecting Use enables the fol-
lowing functions:

e |P Masquerade - When the LAN PC
connects to the WAN side, the IP
address of LAN PC is dynamically
translated to become the WAN IP ad-
dress of the AirStation. Multiple LAN
PCs can share one WAN I[P address
to access the Internet.

e Static IP address translation -When
the WAN requests connection to
the LAN, the WAN IP address of the
AirStation is translated into the IP
address of the LAN PC.

Log Output - Allows NAT log to be gen-
erated and issued. Select Discard Packet
to disable.

IP address of DMZ - Allows administrator
to set the DMZ address.

Incoming packets containing no recogniz-
able destination port information will be
redirected to the DMZ’s IP address.
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IP address of WAN - Select AirStation’s IP
address of WAN or Manual setting. For
Manual setting, enter the IP address used
by the WAN PC to connect to the local
PC. Some network applications (online
games or streaming software) require
adding Address Translation tables).

Protocol (WAN):

e All - Selects all IP protocols.

¢ ICMP - Network Diagnostic Protocol (1).

e Manual - Specify the protocol number
(0-255).

e TCP/UDP - Enter port number.

IP address of LAN - Select Manual and

enter the destination IP address of the

LAN PC; or select AirStation’s IP address
of LAN.

e Select Add to NAT table.

Protocol (LAN) - Enter destination port
number. If left blank, the packets are
transferred to the same port number as
the source port number.

Display/Delete NAT Table - Allows admin-
istrator to delete NAT tables.

4.3.3 Packet Filter

Log Output - Activates the packet filter
log.

Filter setting - Choose type from pull-
down menu.

For Manual setting:

e Operation - Packets from WAN (or LAN),
select ignored, rejected, or accepted.

IP Address - Filter for the specific IP ad-
dress

e Destination IP Address - The IP address
for the packet to arrive at.

e Source IP Address - The IP address for
the packet sender.

Warning: If administrator selects Packet
from LAN is Deny or Reject, the adminis-
trator will no longer have access to the

AirStation
WER-GS4
ARetun 1e TOP 2P blies i
1CMP

LA satting Protocel * © Musnal  Procorol number
S WAN setting Manual setting of TCP part
B — © TP UDP Destination part S
[ Sewes MAC sddiess

- Addrean Trumbisien

S ——— | Add el |

ienr

| P— Dtaplay debete ket S mfoazmatsan

No. Delete  lntesface Operation Desmmation [P addiess Somoe [P adidiess Protecol Namber of packees
1F Bt has not been vesup yot

Snleg irmmining
*hlaagement

M. Delete Soue MAC addiers

BIAC filfes bas nat beew setup yet

Niumber of pakets

Diededn Basic rule Hunber of packets
[ Prshibit NBT and Misresaf- DS routimg o
Reject the IDENT request 3

[ Chonge marked riis ]

Iitiadize rubo |

AirStation configuration screens.
This function prohibits setup from
a wireless PC. The WBR-G54 can
be returned to the factory default
settings (ALL of them!) by holding
down the INIT button on the back
of the unit for three seconds.

Protocol - Mark and select a

specific protocol. Select from all

protocols, ICMP, arbitrary protocol

number and TCP/UDP protocol

number.

e All - Selects all IP protocols.

e ICMP - Network Diagnostic Proto-
col (1).

e Manual - Enter protocol number
(0-255).

e TCP/UDP Destination Port - Select
TCP or UDP, then enter port num-
ber.

Source MAC address - Enter the
source MAC address to be filtered.

B Note: If configuring from a wire-
less PC, add your MAC address to
the list of authorized wireless LAN
PCs. The MAC address must be

in two-digit groups separated by
colons (Section 4.1.4).

| e 15

Figure 4.3.3B
Packet Filter
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Figure 4.3.4A
Intrusion
Detector

Figure 4.3.4B
Intrusion
Detector

Figure 4.4.1
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Example: 00:40:26:00:11:22

Display/delete packet filter information
- Allows the administrator to delete or
initialize the packet filtering.

4.3.4 Intrusion Detector

Intrusion Detector - Select Do not use,
Use or Use (Apply Packet filter setting
for Intrusion Detector setting).

IP Spoofing - Check Block to prevent IP
spoofing.

Threshold Value - Enter the number
(1-999) of packets before notification
occurs.

Notify by email

¢ Notification email address - Enter des-
tination email address

¢ Sender email server address - Enter
SMTP server address

¢ Receiving email server authorization -
Enter POP3 Server address, User name
and Password

e Send test - Click Send to test noti-
fication

Pop-up notification - Client Manager must

be on to use this feature

e Destination IP address - Enter address
to be notified

4.3.5 UPnP

Select Use to enable UPnP (Universal
Plug and Play). When a computer with
UPnP support connects to the AirStation,
that computer automatically receives
configuration information from the
AirStation.

4.4 Management
(Network Diagnosis Settings)

4.4.1 Unit information

AirStation name - When using Client
Manager and multiple AirStations, select
a unique name to make it easier to iden-
tify each AirStation.

[
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Administrator name - “root”, cannot be
changed

Administrator password - Allows the
administrator to enter an administrator
password to restrict access to the setting
screens.

e New Password - Enter new password.
Enter up to eight alphanumeric charac-
ters (case sensitive)

¢ Confirm Password - Reenter the new
password for confirmation

4.4.2 Time setup

Time setup - Enter the current date and
time, and click Set.

NTP - Select Use or Do not use.

M Note: If NTP is used, time is set auto-
matically.

NTP server name - Enter the NTP server
name

Check Interval - Enter the time interval
for time check frequency

Time Zone - Select local time zone
Click Set.

4.4.3 System Information

Displays System Settings and informa-
tion.
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4.4.4 Transfer Packet Condition

Displays number of packets sent and
received for wired WAN-LAN and wireless
LAN traffic.

4.4.5 Log Information

Display log info level - Select Error and/
or Notify to specify the types of reports
to be logged by the AirStation.

Display log info - Select the specific
reports to be logged.

Log information - Displays recorded logs.

4.4.6 Syslog transmitting

Select Use or Do not use

e Syslog Server - Enter the IP address of
the Syslog server.

e Log Information Level - Select Error
and/or Notify to specify the types
of reports to be sent to the Syslog
server.

¢ Log Information - Select the spe-
cific reports to be sent to the Syslog
server.

4.4.7 PING Test

Destination - Enter IP address for test
and click OK
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4.4.8 Initialization/Reboot

Initialization sets all parameters back to
factory defaults. After initialization, the
AirStation must be restarted.

4.4.9 Firmware Update

Firmware file name - Enter the path
and filename for new firmware or select
Browse to search for the path

Click Firmware Update to load firmware
to the AirStation.

B Note: Firmware update does not erase
current user settings.

ADDITIONAL
INFORMATION

For more information, please consult one
of the following:

e The on-line help system of your
AirStation wireless system - for infor-
mation about software and driver
functionality.

e The AirStation website at:
http://www.buffalotech.com - for
frequently asked questions (FAQ’s) and
Software Updates.

|
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A. WBR-G54 ACCESS POINT SPECIFICATIONS
Physical Specifications
Dimensions (LxWxH) 205 x 170 x 76 mm

Weight 620 grams

Temperature & Humidity
Operation 0° to 40° C
Maximum humidity 80%

Transit/Storage 0° to 40° C maximum humidity 80% (no condensation)

Power Characteristics
Transmit Mode 1.1A (Nominal),

Power Supply 3.3 V

Regulatory Information

Wireless communication is often subject to local radio regulations. Although AirStation wire-
less networking products have been designed for operation in the license-free 2.4 GHz band,
local radio regulations may impose limitations on the use of wireless communication equip-
ment.

Networking Characteristics

Compatibility _ IEEE 802.11 Standard for Wireless LANs (DSSS)

e Wi-Fi (Wireless Fidelity) certified by the Wi-Fi Alliance for 802.11b communication
Host Operating System

Microsoft Windows® ME/98/NT4.0/2000/XP, Unix/Linux/MacOS

Media Access Protocol

CSMA/CA (Collision Avoidance) with Acknowledgment (ACK)

Radio Characteristics

R-F Frequency Band 2.4 GHz (2400-2483 MHz)

11 selectable sub-channels

Modulation Technique Direct Sequence Spread Spectrum
e CCK for High & Medium Transmit Rate

e DQPSK for Standard Transmit Rate

e DBPSK for Low Transmit Rate

Spreading 11-chip Barker Sequence

Bit Error Rate (BER) Better than 10 -5

Nominal Output Power 15 dBm

Transmit Rate

Turbo Mode:

Speed 54, 48, and 36 Mbps

Automatic Transit Rate Select (when not in Turbo mode)
Speed: 24, 12, 11, 6, 5.5, 2, and 1 Mbps

Able to set for Rate ignoring 802.11b transmission.

=1 —— 21
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B. 1 Common Troubleshooting Tips

Common Problems:

e QOut of range, client cannot connect to the AirStation.

e Configuration mismatch, client cannot connect to the AirStation.
e Absence or conflict with the Client Driver.

e Conflict of another device with the AirStation hardware.

B.1.1 LED Activity B

Monitoring LED activity helps identify problems.

e Power LED should be GREEN,

e Wireless LED should be GREEN if the line is active. If is it blinking GREEN, wireless
communication is active.

e Ethernet LED should be GREEN (100Mbps) or AMBER (10Mbps) while the communic-
ation is active.

DIAG LED Activity

Unplug the power for three seconds. Plug the power back in to monitor the DIAG LEDs
during start-up.

If the symptom matches Table B.1.1, email techsupport@buffalotech.com or call 8oo-
688-7466 between the hours of 8:30 am and 7:30pm, CST.

DIAG LED Display Time Description/Action

Continuous Red Starting RAM Error Red flash, 2 times Starting Flash ROM
Error

Red flash, 3 times Starting A problem in the wired LAN side

Red flash, 4 times Starting A problem in the wireless LAN side

B. 1.2 LEDs Work But Client PC Cannot Connect to Network

If the LEDs indicate that the network is working properly (Power LED is on, Transmit/
Receive LED blinks), check the TCP/IP settings of the network.

Changing Client TCP/IP Settings in Windows
Consult the LAN Administrator for TCP/IP settings.

To add or change the TCP/IP Settings:
1. On the Windows task bar click Start.
2. Select Settings, then Control Panel.
3. Double-click on the Network icon to view the Network Properties.
4. From the list of installed components, verify the TCP/IP -> Buffalo WLI-USB-L11G wire-
less LAN adapter protocol (or appropriate wireless LAN adapter) is installed.
e |f this protocol is not yet installed, click the Add button and select the TCP/IP pro-
tocol from the list. Refer to Windows Help for more information.
e If this protocol is installed, select this protocol and click the Properties button.
Verify the parameters match the settings provided by your LAN Administrator.
Make changes if necessary, and click OK.

5. When prompted, restart your computer.

B. 1.3 Other Problems

Please refer to www.buffalotech.com and www.airstation.com for further reference
materials.
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Glossary

10BaseT or 100BaseTx: 802.3 based Eth-
ernet network that uses UTP (Unshielded
twisted pair) cable and a star topology.
10 is 10 Mbps and 100 is 100 Mbps.

802.1x: The standard for wireless LAN
authentication used between an AP and
a client. 802.1x with EAP will initiate key
handling.

Ad-Hoc Network: The wireless network
based on a peer-to-peer communications
session. Also referred to as AdHoc.

Bandwidth: The transmission capacity of
a computer or a communication channel,
stated in Megabits per second (Mbps).

BSS (Basic Service Set): An 802.11
networking framework that includes an
Access Point.

Bus Mastering: A system in which the
specified Input/Output device (e.g. NIC
Card) can perform tasks without the inter-
vention of the CPU.

Client: A PC or workstation on a network.

Cross-Over Wiring: A UTP cable that has
its transmit and receive pair crossed

to allow communications between two
devices.

DCE (Data Communications Equipment):
Hardware used for communication with a
Data Terminal Equipment (DTE) device.

Default Gateway: The IP Address of either
the nearest router or server for the LAN.

Default Parameter: Parameter set by the
manufacturer.

Destination Address: The address portion
of a packet that identifies the intended
recipient station.

DHCP (Dynamic Host Configuration Pro-
tocol): Based on BOOTP, it uses a pool
of IP addresses, which it assigns to each
device connected to it, and retrieves

the address when the device becomes
dormant for a period of time.

DNS (Domain Name System): System
used to map readable machine names
into IP addresses

Driver: Software that interfaces a com-
puter with a specific hardware device.

DSSS (Direct Sequence Spread Spectrum):
Method of spreading a wireless signal
into wide frequency bandwidth.

DTE (Data Terminal Equipment): Device
that controls data flowing to and from a
computer.

Dynamic IP Address: An IP address that
is automatically assigned to a client sta-
tion in a TCP/IP network, typically by a
DHCP server.

ESS (Extended Service Set): A set of two
or more BSSs that form a single sub-net-
work. ESS-ID is user identification used
in the ESS LAN configuration.

Ethernet: The most widely used archi-
tecture for Local Area Networks (LANSs). It
is a shared-media network architecture.
The IEEE 802.3 standard details its func-
tionality.

Ethernet cable: A wire similar to telephone
cable that carries signals between Ether-
net devices.

File and Print Sharing: A Microsoft ap-
plication that allows computers on a
network to share files and printers.

Firmware: Programming inserted into
programmable read-only memory, thus
becoming a permanent part of a comput-
ing device.

Frame: A fixed block of data, transmit-
ted as a single entity. Also referred to as
packet.

Full-Duplex: To transmit on the same
channel in both directions simultaneously.

Gbps (Giga Bits per second): One billion
bits per second.
Half-duplex: To transmit on the same

channel in both directions, one direction
at a time.



W /A7 S

24

Hub: A device which allows connection
of computers and other devices to form
a LAN.

IEEE (Institute of Electrical and Electron-
ics Engineers): The professional organi-
zation which promotes development of
electronics technology.

IP (Internet Protocol) Address: A unique
32-binary-digit number that identifies
each sender or receiver of information
sent in packets.

Infrastructure: A wireless network or
other small network in which the wireless
network devices are made a part of the
network through the Access Point.

ISP (Internet Service Provider): A com-
pany that provides access to the Internet
and other related services.

IV (Initialization Vector): The header sec-
tion of a message packet.

LAN (Local Area Network): A group of
computers and peripheral devices con-
nected to share resources.

LED (Light Emitting Diode): The lights on
a hardware device representing the activ-
ity through the ports.

MAC (Medium Access Control) Address:
A unique number that distinguishes
network cards.

Mbps (Mega Bits Per Second): A mea-
surement of millions of bits per second.

MDI/X (Media Dependent Interface/Cross-
over): Port on a network hub or switch
that crosses the incoming transmit lines
with the outgoing receive lines.

MHz (MegaHertz): One million cycles per
second.

MIB II: A database containing perfor-
mance information and statistics on each
device in a network.

MIPS (Million Instructions Per Second):
A measurement of processing speed.

NAT (Network Address Translation): An
internet standard that enables a LAN to

use one set of IP addresses for internal
traffic and a second set for external traf-
fic.

NIC (Network Interface Card): An expan-
sion card connected to a computer so the
computer can be connected to a network.

Packet: A block of data that is trans-
ferred as a single unit, also called a frame
or a block.

Packet Filtering: Discarding unwanted
network traffic based on its originating
address or its type.

PCI (Peripheral Component Interconnect):
A bus that is connected directly to the
CPU.

PCMCIA (Personal Computer Memory Card
International Association) Card: Remov-
able module that adds features to a
portable computer.

Ping (Packet Internet Groper): An Internet
utility used to determine whether a par-
ticular IP address is online.

Plug and Play: Hardware that, once in-
stalled (“plugged in”), can immediately be
used (“played”), as opposed to hardware
that requires manual configuration.

PoE (Power over Ethernet): A mechanism
to send DC power to a device using a
CATs Ethernet cable.

PPPoE (Point-to-Point Protocol over

Ethernet): A specification for connecting
users on an Ethernet line to the Internet
through a common broadband medium.

Protocol: A standard way of exchanging
information between computers.

RADIUS (Remote Authentication Dial In
User Service): A server that issues au-
thentication key to clients.

RAM (Random Access Memory): Non-per-
manent memory.

Repeater Hub: A device that collects,
strengthens and transmits information

to all connected devices, allowing the
network to be extended to accommodate
additional workstations.
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RC4: The encryption algorithm that is
used in WEP.

RJ-45 connector: An 8-pin connector
used between a twisted pair cable and a
data transmission device.

ROM (Read Only Memory): Permanent
memory.

Router: Device that can connect individu-
al LANs and remote sites to a server.

Roaming: The ability to use a wireless
device while moving from one access
point to another without losing the con-
nection.

Script: A macro or batch file containing
instructions and used by a computer to
perform a task.

Server: Any computer that makes files or
peripheral devices available to users of
the network and has a resident Network
0S.

SMTP (Simple Mail Transfer Protocol):
The protocol used to define and deliver
electronic mail (e-mail) from one location
to another.

SNMP (Simple Network Management Pro-
tocol: An application layer protocol that

outlines the formal structure for commu-

nication among network devices.

Static IP Address: A permanent IP ad-
dress is assigned to a node in a TCP/IP
network. Also known as global IP.

STP (Shielded Twisted Pair): Twisted
Pair cable wrapped in a metal sheath to
provide extra protection from external
interfering signals.

Subnet Mask: An eight-byte address di-
vided into 4 parts separated by periods.

TCP/IP (Transmission Control Protocol/
Internet Protocol): Protocol used by
computers when communicating across
the Internet or Intranet.

TFTP (Trivial File Transfer Protocol): Sim-
ple form of FTP (File Transfer Protocol),
which Uses UDP (User Datagram Proto-

col), rather than TCP/IP for data transport
and provides no security features.

TKIP (Temporal Key Integrity Protocol):
An encryption method replacing WEP.
TKIP uses random IV and frequent key
exchanges.

Topology: The shape of a LAN (Local
Area Network) or other communications
system.

Twisted Pair: Cable that comprises 2
or more pair of insulated wires twisted
together.

UDP (User Datagram Protocol): A commu-
nication method (protocol) that offers a
limited amount of service when messages
are exchanged between computers in a
network. UDP is used as an alternative
to TCP/IP.

Uplink: Link to the next level up in a
communication hierarchy.

UTP (Unshielded Twisted Pair) cable: Two
or more unshielded wires twisted together
to form a cable.

WAN (Wide Area Network): A networking
system covering a wide geographical area.
WEP (Wired Equivalent Privacy): An
encryption method based on 64 or 128bit
algorithm.

Web Browser: A software program that
allows viewing of web pages.

Wi-Fi (Wireless Fidelity): An organization
that tests and assures interoperability
among WLAN devices.

Wire Speed: The maximum speed at
which a given packet can be transferred
using Ethernet and Fast Ethernet standard
specifications.

WLAN (Wireless LAN): A LAN topology
using wireless devices.

VPN (Virtual Private Network): A security

method to connect remote LAN users to a
corporate LAN system.



