Chapter 1

Introduction

The aim of this project is to implement a non-brute force attack on the Data Encryption Standard (DES) using Eli Biham’s algorithm [Biham,’02] .  His method relies on a statistical property called the birthday paradox [Stallings,’98].  Thus the complexity of an attack is reduced to 228 as opposed to the 256 steps required by a brute force attack. Based on this it should be possible to find one DES key with high probability by comparing 228 ciphertexts with a table containing the same number of encrypted known plaintext headers and the keys used to generate them.

Chapter 2 provides an explanation of cryptography relevant to DES, along with the terminology used throughout the project.  Chapter 3, the Notation and Definitions chapter, defines all terms and mathematical and other notation used in the thesis.  It is organised alphabetically for easy reference.

Chapter 4 discusses Biham’s algorithm in detail. It provides some of the justification for the apparent optimism that a secret DES key will be found using only the square root of the complexity of a brute force attack. 

In chapter 5 the Software Requirements Specifications (SRS) are outlined to document the objectives and requirements for implementing the Biham algorithm. Chapter 6 outlines the specifications, including the Software Design Description (SDD), introducing the classes and principle methods used in the program.  As part of the chosen system architecture the Java Cryptographic Extension (JCE) is described here.  Chapter 7 contains the detailed software design and implementation of the system, problems encountered and solutions found.  The choice of various data structures and strategies for efficient storage, retrieval and searching are described here. 

Chapter 8 presents the Software Test Documentation (STD)  The methods used to test parts of the system and the system as a whole are described while chapter 9 summarises the results of these and other tests.  Included in this chapter are some of the typical printouts produced.

Chapter 10 summarises the implementation of the Biham algorithm used here, the challenges this posed and the conclusions reached. The efficiency and overall design are evaluated critically along with possible enhancements and suggestions for further research in the area.

Following the references, appendices A and B outline the project planning and progress reports.  Appendix C explains the setup procedure including installation of the JCE.  The storage requirements are detailed in appendix D.  The mathematical basis for the birthday paradox is explained in detail in Appendix E.   Appendices F and G contain the Java documentation and a printout of the code of the principle classes.  The accompanying software includes all the code used, both for the main program and for testing, the Java documentation and all results logs.

The next chapter provides a brief introduction to cryptography and DES with particular reference to aspects of importance in understanding the implementation of the Biham algorithm.
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