Chapter 3

Notation and Definitions

This chapter provides a glossary of terms and definitions used throughout the project report, in alphabetical order.  It is intended for use as a reference only.  In some cases reference is made to where these terms are put in context as in the preceding chapter. Terms in bold face are defined in this chapter in alphabetical order.

A

ASCII: A character encoding system where one byte is required to encode each character, which can have up to between 128 and 256 different values depending on the ASCII character set.

Attack: An attempt to break a cryptosystem.  Some types of attack e.g. Ciphertext only attack are described in chapter 2.

Attacker: A person seeking to recover an unknown key or otherwise breach the security of a cryptosystem.

B

Block cipher: A cipher where blocks of plaintext are taken in and rearranged by the cryptosystem in such a way as to make frequency analysis and other forms of differential analysis very difficult.

C

Cipher: system of encryption, also known as a cryptosystem.

Ciphertext: The result of encrypting some plaintext.  Unintelligible to anyone unless they have the key to decrypt it and recover the plaintext.  Used in this thesis to represent the ciphertexts generated by the program and stored in arrays for later use in testing the system.  The keys used are discarded and so unknown to us during testing.
Cryptanalysis: The process of attacking a cipher to test its security, discover its weaknesses with a view to correcting them.

Cryptanalyst: Someone who behaves like an attacker for the purpose of testing the system of encryption, known as a cryptosystem or cipher. 

Cryptography is the science of secrecy.

Cryptosystem: The key, cipher and algorithms used in the processes of encryption and decryption.

D

Data Encryption Standard:  See DES

Decode:  To change a number back to a string.  The number is usually the numerical result of decryption of a ciphertext.  It must then be decoded to render it intelligible to humans.  In common parlance it is erroneously used to mean decryption.

Decryption is the process of rendering encrypted information intelligble to an intended recipient using a key.  Also called deciphering.

DES: the Data Encryption Standard is a cryptographic standard developed in the U.S. over 20 years ago.  DES is commonly used to denote the cipher.

Differential cryptanalysis studies how small changes in the plaintext affect the ciphertext.  

E

ECB: Electronic Code Book.  The simplest type of block cipher, where no initial value is required and chaining modes of operation are not used.  The mode of DES which is the subject of this thesis.

Encode: To encode a string it is represented by a number: e.g. a = 1, b = 2 etc.  This is to allow a mathematical encryption function to act on it.  It is the first stage before encryption truly begins.  No security is added as the encoding function is transparent and no secret knowledge is involved.  Reverse is to decode.

Encrypted header: Used here to denote the encrypted version of the header, the string used as the known plaintext

Encryption is the process of rendering information unintelligble to an attacker by transforming it in some way using a key.  Also called enciphering.

F

Feistel network: A mathematical function used in block ciphers which is guaranteed to be reversible and is thus suitable for symmetric cryptography.

G-H

hashCode(): A java method which when given a string returns a number in the range of an int.  Used both by Java to decide where to place an object in a hashtable and used here to decide which hashtable or ciphertext array to place an encrypted header or ciphertext in respectively.

Hashtable: A Java class which stores key/value pairs in such a way that a subsequent search for a key has complexity O(1).  See chapter 6.

Header: Used here to denote the string used as the known plaintext to be encrypted to test the system.  See encrypted header.

I

IAIK JCE:  An implementation of the JCE developed in Austria.  See the setup appendix

Implementation: Turning an algorithm, a set od instructions, into code.

J

Java: A programming language developed from C++which is named after an island which produces nice coffee beans.

JCA: Java Cryptographic Architecture.  The rules governing the design of the JCE.

JCE: Java Cryptographic Extension.  See setup appendix. A suite of classes used for cryptographic functions.

JDK: Java Development Kit.  The basic set of Java classes which can be downloaded from the web as described in the setup appendix.  

K

Key: Some secret knowledge, often in the form of a number, used by two parties to communicate secretly.  See Secret key and Public key.

Key Collision Attack: As implemented here. Where a known plaintext is encrypted using many different keys and the resulting ciphertexts are compared with incoming ciphertexts which are themselves the same plaintext encrypted using many different keys, in reality it is the keys which are being compared thus this is called a key collision attack.

L

Linear cryptanalysis tries to approximate the effects of encryption by a linear function.

M

mod: Modular Division.  Modular division of a number returns the remainder upon division by a modulus.  Thus 23 mod 7 returns 2 as 2 is left over when 7 divides into 23.   Also 200000 mod 16384 is 3392.  If 200000 were a ciphertext it would be added to ciphertext array 3392 as described in this project.

N

NSA: National Security Agency: a U.S. federal agency concerned with cryptology and its regulation.

O-P

PKCS#5: or PKCS5: Padding: DES is designed to process 8-byte blocks of data. If the final block is less than this it must be "padded" so that the entire message is a multiple of eight bytes long. The default form of DES padding used is defined in PKCS#5: 1-8 bytes are appended to bring the message length up to a multiple of 8 bytes; the value of each byte is the number of appended bytes, so the padding string looks like: 

0x01
0x02 0x02
...
0x08 0x08 0x08 0x08 0x08 0x08 0x08 0x08
Note: If the length of the message is an exact multiple of eight, an entire 8-byte padding block is added. Padding is always performed, so the resultant output can be parsed unambiguously.  [Baltimore,’02]

Plaintext: As the name implies, some plain text, intelligible to anyone, (unless encoded as a number), before being transformed into ciphertext by an encryption process.

Public key cryptography: See chapter 2.  Uses two keys, a published or public key used for encryption and a private key used for decryption.  Only mentioned here.

Q-R

RAM: Random Access Memory or just “Memory”.  The amount of data a computer can access instantly as it is stored in memory cells whose contents depend on the computer being powered up.  When a program ends, the items it held in memory disappear unless written to disk.

S

Secret Key : A key used in symmetric cryptography.

Security of a cryptosystem is a measure of how difficult it is to break it.

SDD: Software Design Description   See chapter 6.

Storage space: Here used to mean the space available or used on the hard disk.  Measured in bytes, kilobytes, MegaBytes and GigaBytes etc. a useful conversion method is as follows:

1 GB = 1024 MB.  1 MB = 1024 kB.  1kB = 1024 B.  B = bytes.

Note also that 8 bits = 1 Byte, 64 bits = 8 Bytes and so on.

STD: System Test Document :  See chapter 8.

Symmetric cryptography: A type of cryptography where a single key or secret key (or session key) is used to both encrypt and decrypt messages.  DES is an example.  The opposite, asymmetric cryptography, is referred to here as public key cryptography.

T-Z

Unicode: A system of encoding characters such that each character requires two bytes.  Java uses Unicode to encode characters, unless the UTF8 algorithm is employed as described in chapter 7.
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