Chapter 9

Results

This chapter summarises the results of system tests described in the STD in chapter 8 as well as the results of unit testing and experiments which guided development.  Some sample outputs from various classes are also included.  Before this, some of the classes which were not part of the final system, but which were used for testing are described.  These classes have not been included in the appendices although they are present in the accompanying software in the Testing Classes folder.

Messing.java was used for designing the memory and timing diagnostics in Utility.java, the positiveMod method in the same class and various other things.  The Storage class was used to see what data structure used least space in memory.  HappyBirthdayDES.java, the first prototype, is included in this folder.  Most importantly the DESTest class, developed from a class written by Tom Dowling, based on [Knudsen,’98] was used to test the encryption and decryption process.  The next section gives the results of the test cases described in the preceding chapter.

Results of Test Case-1e and 1d: Encryption and Decryption

As explained above, the DESTest class was used for this test.  It was found that encryption of a string and decryption of the resulting ciphertext were both accurate and reproducible.  This was repeated many times with strings of different length including the string eventually chosen as the header.  In the final run of CrackDES when a ciphertext matching an encrypted header was eventually found, the decryption methods correctly returned the original plaintext header, i.e.  %!PS-Ad

Results of Test Case-2: Finding the key

One key was found using 228 ciphertexts in 1 hr. 20 min., with a total run time for the program of  2 hr. 20 min.  Since it is only a matter of chance as to which array contains a ciphertext we may conclude that for this group of ciphertexts the expected time to find a key is 1 hr. 10 min., i.e. half the run time for the CrackDES program. This was a successful outcome and somewhat quicker than expected.

A sample output is:

C:\java\JohnL>java -Xms1638m -Xmx1638m BirthDESDriver

Sun Dec 15 00:41:53 GMT 2002

                ****** Welcome to the HappyBirthdayDES program ******

   Trying to match the stored ciphertexts with those stored in tables to find key.

Total memory: 1637 MB, 750 kB.  Free memory: 1637 MB, 315 kB

***                                                                       



***

***                    Welcome to the IAIK JCE Library                    

***

***                                                                       



***

*** This version of IAIK JCE is licensed for educational and research use 
***

*** and evaluation only. Commercial use of this software is prohibited.   
***

*** For details please see http://jcewww.iaik.at/sales/licences/.        
***

*** This message does not appear in the registered commercial version.    
***

***                                                                       



***

     


*** CrackDES.compareCiphertexts() ***

Looking for matching cipertext headers in hashtables in array no:

 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62

……

9543 9544 9545 9546 9547 9548 9549 9550 9551 9552 9553 9554 9555 9556 9557 9558 9559 9560  9561 9562 9563 9564 9565 9566 9567 9568 9569 9570 9571 9572 9573 9574 9575 9576 9577 9578  9579 9580 9581

                ...oooOOO***^^^   Key Found!!!  ^^^***OOOooo...

The incoming ciphertext matches the encrypted header stored in the hashtable.

The key used to encrypt both was DES key: 54:C4:52:45:D0:C4:AD:58

The ciphertext from array number 9581 at index 1215 is ╬⌐╦►Y■²┼

Time taken: 0 days 1:20:41 h:m:s

This ciphertext, when decrypted with the DES key: 54:C4:52:45:D0:C4:AD:58 produced the original plaintext: %!PS-Ad

 9582 9583 9584 9585 9586 9587 9588 9589 9590 9591 9592 9593 9594 9595 9596 9597 9598 9599 9600 9601 9602 9603 9604 9605 9606 9607 9608 9609 9610 9611 9612 9613 

….

16368 16369 16370 16371 16372 16373 16374 16375 16376 16377 16378 16379 16380 16381 16382 16383

1 key(s) found after comparing 268451840 ciphertexts which took 0 days 2:20:31 h:m:s

Closing OIS

Results of Test Case 3: Memory Usage

Tests of memory usage were carried out by methods in the Utility class as described in chapter 7.  A sample output from the CipherBlock.joinCiphertextArrayMod method illustrates their usefulness in diagnosing memory usage and dealing with the problems caused by lack of memory.  The parameters passed in at the command prompt were designed to stop the program when previous experiments had shown memory was likely to run low and restart it with maximum free memory available.  The –Xms and –Xmx switches at runtime increase the initial and maximum heap size available to java programs.

C:\java\JohnL>java -Xms1638m -Xmx1638m BirthDESDriver 0 1024

Sun Dec 15 03:27:03 GMT 2002

                ****** Welcome to the HappyBirthdayDES program ******

     Starting joinCiphertextArrayMod to join babies numbers 0 to 1024

   Saved big baby array 0 to disk in 0 days 0:0:0 h:m:s since last print

Time taken so far: 0 days 0:0:1 h:m:s at 3:27:05 AM GMT

Total memory: 1637 MB, 750 kB.  Free memory: 1634 MB, 299 kB

After garbage collection, which took 0 days 0:0:0 h:m:s

Total memory: 1637 MB, 750 kB.  Free memory: 1634 MB, 297 kB

   Saved big baby array 256 to disk in 0 days 0:2:20 h:m:s since last print

Time taken so far: 0 days 0:2:22 h:m:s at 3:29:26 AM GMT

Total memory: 1637 MB, 750 kB.  Free memory: 1291 MB, 347 kB

After garbage collection, which took 0 days 0:0:0 h:m:s

Total memory: 1637 MB, 750 kB.  Free memory: 1291 MB, 344 kB

   Saved big baby array 512 to disk in 0 days 0:2:23 h:m:s since last print

Time taken so far: 0 days 0:4:45 h:m:s at 3:31:49 AM GMT

Total memory: 1637 MB, 750 kB.  Free memory: 948 MB, 509 kB

After garbage collection, which took 0 days 0:0:0 h:m:s

Total memory: 1637 MB, 750 kB.  Free memory: 948 MB, 507 kB

   Saved big baby array 768 to disk in 0 days 0:2:42 h:m:s since last print

Time taken so far: 0 days 0:7:28 h:m:s at 3:34:31 AM GMT

Total memory: 1637 MB, 750 kB.  Free memory: 605 MB, 570 kB

After garbage collection, which took 0 days 0:0:0 h:m:s

Total memory: 1637 MB, 750 kB.  Free memory: 605 MB, 567 kB

   Saved big baby array 1023 to disk in 0 days 0:2:47 h:m:s since last print

Time taken so far: 0 days 0:10:15 h:m:s at 3:37:19 AM GMT

Total memory: 1637 MB, 750 kB.  Free memory: 262 MB, 410 kB

After garbage collection, which took 0 days 0:0:0 h:m:s

Total memory: 1637 MB, 750 kB.  Free memory: 262 MB, 407 kB

Closing OIS

Closing OOS

C:\java\JohnL>java -Xms1638m -Xmx1638m BirthDESDriver 1024 1024

Sun Dec 15 03:37:27 GMT 2002

                ****** Welcome to the HappyBirthdayDES program ******

     Starting joinCiphertextArrayMod to join babies numbers 1024 to 2048

   Saved big baby array 1024 to disk in 0 days 0:0:0 h:m:s since last print

Time taken so far: 0 days 0:0:1 h:m:s at 3:37:29 AM GMT

Total memory: 1637 MB, 750 kB.  Free memory: 1635 MB, 823 kB

After garbage collection, which took 0 days 0:0:0 h:m:s

Total memory: 1637 MB, 750 kB.  Free memory: 1635 MB, 820 kB

…..

etc.

The batch file used to repeat program runs is shown next:

javac *.java

java -Xms1638m -Xmx1638m BirthDESDriver 0 1024

java -Xms1638m -Xmx1638m BirthDESDriver 1024 1024

java -Xms1638m -Xmx1638m BirthDESDriver 2048 1024

java -Xms1638m -Xmx1638m BirthDESDriver 3072 1024

java -Xms1638m -Xmx1638m BirthDESDriver 4096 1024

java -Xms1638m -Xmx1638m BirthDESDriver 5120 1024

java -Xms1638m -Xmx1638m BirthDESDriver 6144 1024

java -Xms1638m -Xmx1638m BirthDESDriver 7168 1024

java -Xms1638m -Xmx1638m BirthDESDriver 8192 1024

java -Xms1638m -Xmx1638m BirthDESDriver 9216 1024

java -Xms1638m -Xmx1638m BirthDESDriver 10240 1024

java -Xms1638m -Xmx1638m BirthDESDriver 11264 1024

java -Xms1638m -Xmx1638m BirthDESDriver 12288 1024

java -Xms1638m -Xmx1638m BirthDESDriver 13312 1024

java -Xms1638m -Xmx1638m BirthDESDriver 14336 1024

java -Xms1638m -Xmx1638m BirthDESDriver 15360 1024

The End of Join Babies

The babies referred to above are not real but a product of the programmer’s delirium during the testing process.  In fact they represent the small arrays before merging.  While garbage collection above had little effect and took no time, in other processes such as generating the hashtables it took up to 6 minutes and freed considerable amounts of memory (in the region of 400 MB).

Test Case 4: Storage Space Usage

On inspection in windows explorer results obtained are shown in the following table.  The anomaly between the actual size and the size on disk is due to the minimum file size of 32 kB on the chosen platform.  The lower half of the table shows the effect this had during generation of the files before merging and explains why a large hard disk is needed even though the total size of the merged files is only 11.43 GB.

	Final File Storage Space Used
	
	
	

	
	
	
	
	
	

	Hashtable files
	Total for 16384 files
	.
	For each file

	
	
	
	
	
	

	Actual space used
	7.43
	GB
	
	475
	kB  +/-  2%

	Size on disk
	7.55
	GB
	
	512
	kB   

	
	
	
	
	
	

	Ciphertext array files
	Total for 16384 files
	.
	For each file

	
	
	
	
	
	

	Actual space used
	3.81
	GB
	
	251
	kB  +/-  2%

	Size on disk
	3.88
	GB
	
	256
	kB   

	
	
	
	
	
	

	
	
	
	
	
	

	File Storage Space Used before Merging Files
	
	

	
	
	
	
	
	

	Hashtable files
	Total for all 2^20 files
	.
	For each file

	
	
	
	
	
	

	Actual space used
	7.56
	GB
	
	8
	kB  +/-  2%

	Size on disk
	32.00
	GB
	
	32
	kB   

	
	
	
	
	
	

	Ciphertext array files
	Total for all 2^19 files
	.
	For each file

	
	
	
	
	
	

	Actual space used
	3.93
	GB
	
	8
	kB  +/-  2%

	Size on disk
	16.00
	GB
	
	32
	kB   


Note: 1 GB = 1024 MB.  1 MB = 1024 kB.  1kB = 1024 B.  B = bytes.

Interestingly the size of the hashtable files was approximately twice the size of the ciphertext array files.  Following merging both files contained 214 entries although in the case of the hashtables not only was the encrypted header stored but also the key value.   It seems that both occupied approximately the same amount of space.  In addition this shows that the overheads in storage space were not significant, thus providing further justification for the multiple hashtables approach as described in chapter 6.

Test Case 5: Spread of Values using mod 16384 of the hashcode

As can be seen from the table above, the files, both hashtable and ciphertext array files were all around the same size with a variation in file size of approximately 2%.  Thus it is clear that the keys generated by the IAIK JCE using the SecureRandom numbers as seeds were of a high degree of randomness and not clustered around a single value or range.  It also provides some evidence in support of the quality of  the hashcode() method since it obviously gives an even spread of values.  This is important in the filling of the hashtables as this method is used by Java to decide which bucket to place an entry in and an even spread minimises the number of collisions that occur.

Unit Testing Results

The Storage class was used to test how much memory would be used to store an array of Strings, an array of longs and an array of byte arrays.  A typical output (edited) is shown:

C:\MYWORK~1\yr4a1\se416Project>java Storage

Array length = 100000

Free memory used since: headerB = headerS8B.getBytes("UTF8"): 576 Bytes

headerB.length is: 8

Free memory used since: b4headerAS: 390 kB

Free memory used since: b4headerASFill: 857 kB

Free memory used since: b4headerAS altogether : 1249 kB

Free memory used since: b4headerALong: 781 kB

Free memory used since: b4headerALongFill: 0 Bytes

Free memory used since: b4headerALong altogether : 782 kB

Free memory used since: b4headerAB: 781 kB

Free memory used since: b4headerABFill: 225 kB

Free memory used since: b4headerAB altogether : 1008 kB

In summary an array of 100 000 items uses 

1249 kB to store Strings








   782 kB to store longs








1008 kB to store byte arrays of length 8.

These tests were repeated using different inputs and as a result a decision was made to store the key value as a long.   The next and final chapter discusses the results and conclusions drawn on completion of the thesis.
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