Chapter 2

Cryptographic Terms and DES

This chapter gives a brief introduction to cryptography as relevant to DES, the Data Encryption Standard.  It is aimed at those new to the subject but the section on DES contains details which are necessary to understand this project and the system created.  The next chapter contains a glossary of terms and notation used, in alphabetical order, for later reference.

Cryptography

Cryptography is the science of secrecy.  Cryptography is used to preserve the secrecy of information, for example in transmitting messages across the Internet so that only the sender and receiver can read and understand them.  This is done using some secret knowledge, i.e. a key, which both parties have but which is not divulged to others.  In symmetric cryptography, as in DES, a single secret key is shared between both parties and used to encrypt the information.  Encryption is the process of rendering information unintelligible to an attacker by transforming it in some way using the key.  Decryption is the reverse of this.  Using the same key the receiver can decrypt the message and read it.  An attacker is some intermediary who may intercept the message.  Ideally they should not be able to understand it as they should not have the key.  A cryptanalyst is someone who behaves like an attacker for the purpose of testing the system of encryption, known as a cryptosystem or cipher. 

In computing terms, the key used for cryptography can be represented as a number.  In the process of encryption the original message, referred to as plaintext, is transformed by some mathematical function using the key, into an unintelligible form, known as ciphertext.  The security of a cipher is a measure of the difficulty of breaking it.  A cipher is considered to be broken if an attacker can recover the plaintext given the ciphertext.  

A major problem for anyone using cryptography is to keep the key secret.  Both parties must have the same key and so a method is necessary for transmitting this key securely.  This is commonly done using a second type of cryptography known as public key cryptography.  We will not discuss this in detail except to say that it is a generally more secure form of cryptography, depending on various factors.  It is also computationally more expensive.  This means that it takes more time for a computer to carry it out.  Because of the heavy load on big computers that power the Internet called servers, it is not practical to use public key cryptography for everything.  Symmetric cryptography, such as DES, is much faster and is therefore used extensively.  Public key cryptography is used in the initial stages to transmit the secret key which is then used to encrypt the rest of the communication between the participants using symmetric cryptography.  As a result symmetric cryptography, including DES, is widely used in the belief that the security of the key is good.  

There are many ways to attack a cipher.  One of the best ways is by bribing someone to disclose the key [Schnier,’96].  If this is not possible other standard methods exist for attacking symmetric ciphers.
1. Ciphertext only attack.  This is the most difficult type of an attack.  Only the ciphertext is available to the attacker who has neither the original key nor the plaintext.  

2. Known plaintext attack.  This is where the attacker has both the original plaintext and ciphertext, but not the key.
3. Chosen plaintext attack.  This is where the attacker can choose the plaintext to encrypt and the resulting ciphertext.
The type of attack employed in this project is a version of the known plaintext attack.  In outr case a short header is known and the ciphertexts resulting from the encryption of a number of different keys are available.  Chapter 3 explains this in more detail.  Two other types of cryptanalysis deserve a mention.  Differential cryptanalysis studies how small changes in the plaintext affect the ciphertext.  Linear cryptanalysis tries to approximate the effects of encryption by a linear function.   These are mentioned in chapter 3.  The security of a cipher depends in part on the size of the key.  This is discussed in the next section on DES.

The Data Encryption Standard (DES)

The Data Encryption Standard, DES, is a standard developed in the U.S. based on a principle formulated by a Dutchman A. Kerckhoffs in the nineteenth century [Schnier,’96].  Kerckhoff assumes that the attacker has complete details of the cryptographic algorithm and implementation, and that the secrecy must reside entirely in the key.  A cryptographic algorithm is the sequence of steps used to implement a cipher.  In the 1940’s Shannon reiterated these ideas and said that a good cipher should incorporate both confusion and diffusion.  By confusion he means that language patterns should be hidden from an attacker who might otherwise guess that 45,45 stood for ‘ee’, for example.  This is to defeat a type of cryptanalysis known as frequency analysis, where the frequency of different letters or combination of letters is known and used to break many classical ciphers.  By diffusion Shannon meant mixing around the letters of the plaintext so that their order is changed.  DES incorporates both confusion and diffusion as described below.  

DES was adopted as a U.S. federal standard in 1976 [Schnier,’96] by the National Security Agency (NSA).  As originally conceived, DES keys had 64 bits, i.e. the number used as the key value could have any value in the range 0 to 264  (18 446 744 073 709 551 616).   One of the first things the NSA did was to reduce the key size to 56 bits.  Thus the key space, i.e. the number of possible DES keys was reduced to 256  (72 057 594 037 927 936).  Many people, including Schneier, have questioned their reasons for this, although it has never been proved that the NSA provided themselves with a back door into cracking DES keys.  Of relevance to us is the fact that while DES keys are 64 bits in length, there are only 256 possible different DES keys.  We will not explain all the details of DES but confine ourselves to those relevant to this project.

Before doing so a few basics regarding numbers and their storage will be explained.  The decimal equivalent to all powers of 2 up to 264 is given in appendix D.  On computers all data is stored eventually as bits, which can have the value 0 or 1.  8 bits are called a byte.  Thus a byte can have any value between –128 and 127, i.e. 28 possible values.  Bytes can be represented as binary numbers e.g. the byte 000110112 which is equivalent to the decimal number 27 or the hexadecimal number 1B.

DES is a block cipher.  This means that it acts on blocks of text, 64 bits in length.  This is equivalent to eight ASCII characters (each encoded as one byte) or four Unicode characters (each encoded as two bytes).  The plaintext is broken up into blocks, each of length 64 bits, before encryption.  The key has the same length.  It is combined with each block using a mathematical function known as a Feistel network.  While the details of this function do not concern us it is interesting to note that however complicated it looks it is guaranteed to be reversible.  This is important since it enables the same DES key to be used for both encryption and decryption, a prerequisite for symmetric cryptography.  As an initial step every 8th bit of the 64 bit key is removed and the remaining bits are rearranged resulting in a 56 bit key.  This is called key permutation.  DES consists of 16 rounds.  Each round uses a different 48-bit subkey of the 56 bit key permutation.  This is called key scheduling.  Further operations are performed on the subkey before it is used in the round.  A similarly confusing procedure is carried out with the text block.  Structures called E-boxes and S-boxes are used, the details of which do not concern us except to note that they are designed to counter differential cryptanalysis.  The next diagram should leave the reader with a visual impression of the complexity of even one round of DES and the impression that differential cryptanalysis would be difficult.
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	Figure 2.1:  Complexity of one round of DES.


During each round a Feistel network function is used to rearrange the block of text.  As a result the decryption process can be reversed using the same key.

The block cipher described above is the simplest form of DES, the Electronic Code Book (ECB).  As this is the mode with which Biham is concerned we will not discuss other modes except to note that they exist and are susceptible to an attack similar to the one described in this thesis, but with greater complexity. 

Cryptanalysis of DES: Some Concepts

The complexity of a cryptanalytic attack can be thought of as the number of steps required to break the cryptosystem.  A brute force attack is an attack where all possible keys are tried in an attempt to break a cipher.  For example a piece of known plaintext might be encrypted 256 times using all possible DES keys to try and match a given ciphertext.  This is known variously as a dictionary or code book attack.  For DES it has complexity 256.  

Biham defines the theoretic strength of a cipher as: “the minimal complexity t, such that when provided with up to t (known or chosen) plaintext/ciphertext pairs, possibly encrypted under different keys, an analysis taking up to t steps can recover at least one of the keys with a high probability.”  The Biham algorithm is described in detail in chapter 4, while the next chapter gives definitions of terms and notation used in the thesis.
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