Chapter 5

Requirements Specifications (SRS)

Introduction

This chapter contains all the requirements of the system.  Its basic function is to provide a means of finding a DES key from one of 228 incoming ciphertexts by searching a pre-computed table of 228 header/key pairs, using Java, as quickly as possible.
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Functional Requirements

1 The system should be able to generate DES keys and implement the DES encryption and decryption process.

2 The system should find a DES key using the Biham algorithm which incorporates key collision and the birthday paradox.

3 It should find a key as quickly as possible.

4  It should be implemented in Java.

Data Requirements

1 Incoming ciphertexts will be in the form of a string of Unicode characters.

2 Encrypted headers and ciphertexts may be stored as strings, byte arrays or numbers, whichever uses least space and fits in with the methods in JCE to generate ciphertexts.

3 The JCE requires byte array input and output so the system should facilitate this.

4 While space usage should be minimised, data structures should be chosen which minimise the time complexity of finding a key.

5 The system should encipher a known plaintext header 228 times using 228 different DES keys and store the resulting (encrypted header, key) pair in an appropriate data structure.

6 The system should examine incoming ciphertexts for a match with an encrypted header in the data structure and return the key used to encrypt both.

7 It should do this with a high probability given a sample of 228 ciphertexts.

Software Requirements

1 The software should be able to generate DES keys both at random and given a specific key value.

2 It should be able to encrypt a given plaintext header repeatedly and store the results in a data structure.

3 It should be able to search the table for a match with an incoming ciphertext.

4 It should provide efficient methods for storage to disc and retrieval of the table and ciphertext.

5 The programming language used should be Java, specifically the Sun Java JDK1.3.1.

6 The encryption and decryption requirements should be implemented using the Java Cryptographic Extension (JCE).  This should ensure the software is highly portable and avoid the need for getting it signed.

7 The software produced should be modular to improve maintainability.

8 It should be as portable as possible placing the least demands for system modification consistent with adequate functionality.

Hardware and Operating System Requirements

1. It should run on a Windows NT and Windows 2000 platform with 2GB of RAM and about 60 GB hard disk storage space.

9 A user should be able to use a machine on which the program is running in the background with as little disturbance as possible to the user.

Performance Requirements

1 The system should perform its given tasks as quickly and as efficiently as possible, 

2 It should be as sparing as possible of system resources, notably memory and storage space.

