Appendix C

Software Setup

This appendix details the steps taken to set up the software necessary for the running of the system.

Installing Java

The Java jdk 1.3.1 was downloaded from sun http://java.sun.com and installed in C:\jdk1.3.1_01 the default directory.

Classpath to Java

A path was set in the autoexec.bat file (still present in the root directory) by adding ;C:\jdk1.3.1_01\bin to the path command.  The autoexec.bat file must then be executed (e.g. by double clicking on it) or the computer rebooted before proeeding.  If there is no autoexec,bat file, on some newer versions of Windows, the path can be set via Start > Settings > Control Panel > System > Environment Variables and editing the Path variable to add the path described above.

Installing the JCE

The IAIK JCE java cryptographic extensions file, iaikjce301ev.exe, was downloaded from http://jce.iaik.tugraz.at/download/index.php and installed in the default location C:\Java\IAIK-JCE3.01eval.  Included in the download was the developers’ documentation and API.

To set up the JCE the user needs to have administrator privileges or the following error will be obtained:

Error message during setup: unable to add and entry in Control Panel Add/Remove….you need admin privileges to do this.

Classpath to the JCE

The classpath to the jar files in the JCE was set by adding the lines:

Set classpath=%classpath%;C:\Java\IAIK-JCE3.01eval\lib\iaik_jce.jar; C:\Java\IAIK-JCE3.01eval\lib\iaik_javax_crypto.jar;.;

Ensure the classpath is set to the current directory by including ‘.’ In the classpath above as is done at the end of the line.  Until this was done compiling DEStester.java gave errors such as “cannot find javax.crypto package and its class files.”

Using DESTest.java and other classes

The line 

java.security.Security.insertProviderAt(new iaik.security.provider.IAIK(),1); 

was uncommented to change java security settings to allow the IAIK packages to be accessed.

If this is not done the following exception may occur when DESTest is run as:-


C:\My Documents\Work College\yr4a1\se416Project>java DESTest -e hello

Exception in thread "main" java.security.NoSuchAlgorithmException: Algorithm DES not implemented.

        at javax.crypto.IaikSecurity.a(Unknown Source)

        at javax.crypto.IaikSecurity.getImplementation(Unknown Source)

        at javax.crypto.KeyGenerator.getInstance(Unknown Source)

        at javax.crypto.KeyGenerator.getInstance(Unknown Source)

        at DEStester.main(DEStester.java:33)

Once the security is set correctly it runs successfully.  The same error will be obtained if any of the other classes are run without the provider being added.

Memory Settings

For successful running of most of the processes involved in generating the various files and searching for the key, adjustments must be made to the way memory is allocated to Java, as described in chapter 7.  On windows NT virtual memory is increased via Start > Settings > Control Panel > System > Performance, selecting “Change” in the Virtual Memory section of the dialog.  No doubt Microsoft will change how this is done in future editions of Windows, just to keep life interesting.
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