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Abstract

The aim of this project is to implement an attack on the Data Encryption System based on an algorithm by Eli Biham.  The attack uses probability theory, namely the Birthday Paradox, to reduce the complexity of an attack on DES to 228, which is the square root of 256, the complexity of a brute force attack.   This attack is implemented in Java using the Java Cryptographic Extension (JCE) API.  A known plaintext header string is encrypted 228 times with random DES keys and the resulting (encrypted header, key) pairs are stored in hashtables on disk.  Incoming ciphertexts are compared to the encrypted headers in the hashtables and when a match is found the key is returned.  The key may be used to substitute messages favourable to the attacker.  Due to methods developed during the project that minimise storage space and speed up the search the average time to find a key is just over an hour. The mathematical basis for the Birthday Paradox is explained, the security implications following this successful attack are explored and suggestions are made for the direction of future research.   
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